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The FirstReport service (“Service”) is a service provided by Sigma Loyalty Group Inc. (“Sigma”, 
“we”, “us” or “Our”). 

This privacy policy ("Privacy Policy") is designed to help you understand how we collect, use, and 
manage Personal Information and to whom this information may be disclosed. “Personal Information” 
means any information about an identifiable individual but does not include the name, title, business 
address or telephone number of an employee or organization. As used in this Privacy Policy, the term 
Personal Information includes Personal Information relating to you. 

This Privacy Policy applies to the Service but does not extend to the data management practices of third- 
party sites that may be linked to the Service. 

When you become a subscriber to the Service, you agree to the terms of this Privacy Policy as updated 
from time to time. 

Consent 

By subscribing to the Service you consent to the collection, use, disclosure and management of your 
Personal Information as described in this Privacy Policy. 

You may withdraw your consent to the use of Personal Information by contacting the Privacy Officer as 
provided below. However, if you withdraw your consent you will not be able to continue to use the 
Service. 

Collection of Information 

We may collect the following Personal Information in connection with your subscription to the Service: 

• First, middle (optional), and last name; 

• street name and number (and/or apartment #); 

• city; 

• province; 

• postal code; 

• language preference 

• date of birth; 

• email address; 



• home phone number; 

• business phone number (optional); 

• cell phone number (optional, unless you would like to receive alerts and notification of changes 
via text message); 

• credit card type, number, expiry date; 

• a username and a password, to authenticate you on the Service website or mobile app; 

• selection of two security questions, to enable us to authenticate you when you call us for 
assistance; and 

• an answer to each security question. 

In addition, you may also be required to provide or authorize us to collect the following Personal 
Information in order to use certain Service features. The Personal Information which we may collect 
depends on Service features available as part of your Subscription; consult our website or the materials 
provided with your subscription for details: 

Credit Bureau Services: This section applies if your subscription includes Credit bureau Services such as 
credit reports, credit scores and/or credit monitoring and alerts. We may collect your personal 
information from you and provide to credit bureaus in order to fulfill credit monitoring services. In the 
course of providing these services we may, based on the authorization you have provided, retrieve your 
credit information from credit bureaus on your behalf and provide that information to you. Credit 
information is defined by applicable provincial legislation and may include information such as: your 
name, current/ former address, date of birth, marital status, social insurance number, current/ former 
employment, credit history, paying habits, outstanding debt obligations, estimated income, cost of living 
obligations, and other information. You may also be required to provide or confirm other personal 
information, including certain elements of your credit information, with us or a credit bureau in order to 
verify your identity and access these services. 

Online Identity Monitoring: This section applies if your subscription includes online identity monitoring 
Services, including online credit card monitoring and/or online personal information monitoring. We 
collect the following Personal Information when you use this Service: 

• Other Personal Information you register for the purposes of monitoring, which may include: 

o e-mail addresses 

o social insurance number (optional) 

o phone numbers 

o payment card numbers 

o bank account information 

o drivers’ license number 

o passport numbers 



• The types of Personal Information available for monitoring may change over time. Please 
consult your Services subscription materials and the website for details. 

Lost Wallet Assistance: This section applies if your subscription includes lost wallet assistance Services. 
We collect the following Personal Information when you use this Service: 

• Payment card numbers (including credit card and debit card numbers) you register with us so 
we can report any loss or theft to the card issuer. 

Identity Theft Assistance: This section applies if your subscription includes identity theft assistance 
Services. We collect the following Personal Information when you use this Service: 

• previous mailing address (optional). This information will be required in the event of fraud to 
initiate credit monitoring and fraud alert services; 

• Personal Information not previously provided to us which may be necessary to report and 
remediate an identity theft; 

• any Personal Information required by any power of attorney service provider or other third 
party engaged to provide identity theft assistance services. 

Registry: If your subscription to the Services began prior to May 14, 2017, your Services may include a 
registry feature. If your subscription began prior to May 14, 2017, you may provide some or all of the 
following types of information to us in connection with this feature: 

• Debit/Credit Card numbers 

• Retail/Loyalty Points Card numbers 

• Financial Account numbers 

• Government Document numbers 

• Asset details 

• Investment details 

• Insurance Policy details 

• Subscription details and numbers 

• Membership details and numbers 

• Contacts 

• Other Important Documents 

If your subscription includes the registry feature, and if you registered certain information prior to May 
14, 2017, we will continue to store and provide access to that information as part of this feature. We will 
not accept registry of the following types of information after May 14, 2017. 

• Passwords/PINs 

• Prescription details 



• Mobile Phone numbers 

Please note that we do not validate the accuracy or completeness of any information provided as part of 
document registry services. 

Registry will not be available for any subscriptions purchased after May 14, 2017. Details about this 
service may be obtained by reviewing your subscription materials or by contacting our customer service 
department at the contact information set out on the website. 

Date Reminders: If your subscription to the Services began prior to May 14, 2017, your Services may 
include a date reminder feature. If you use this feature, for each reminder you may provide us with a 
reminder date, message title and message for us to send to you. Please note that reminder notices are 
automated; we do not review or validate the accuracy or completeness of any information provided as 
part of date reminder services. Date reminders will not be available for any subscriptions purchased 
after May 14, 2017. Details about this service may be obtained by reviewing your subscription materials 
or by contacting our customer service department at the contact information set out on the website. 

Website Collection of Information 

When you visit the Services website or download the Services mobile app, information is collected by us 
as you interact with the website or mobile app. We collect certain information from your browser using 
"cookies". Cookies are small files that are stored on your computer that help us to optimize your 
experience on the Services website or mobile app. We may use cookies to monitor and improve the 
website or mobile app experience. These cookies do not contain Personal Information. They gather 
statistical data such as the average time spent on a specific webpage. This kind of information provides 
us with insight on how to improve the design, content and navigation of the website and mobile app. 
Your choice not to accept these cookies will not interfere with your use of the Services. 

We may also use cookies as part of the functionality and security of the Services. These cookies may 
include a persistent cookie installed on your computer or device that contains information to help us 
verify you as the subscriber and to help block unauthorized attempts to access your information through 
the website or mobile app. Your choice not to accept these cookies may interfere with your ability to 
personalize and be recognized by the website or mobile app, and/or may prevent the operation of the 
services or certain features within the services from operating. 

Mobile App Collection of Information 

We also collect information about your device such as device model, unique device number, browser 
type, and IP address. Information about your device helps us to improve the functionality of the Services 
mobile app, meet our clients’ needs, measure the effectiveness of our services, enhance security 
measures and protect you. 

When accessing the services through the Services mobile app, no Personal Information will be stored on 
your device. If you choose to use the “Remember Me” functionality, the Services mobile app will store 
your username and password to help us verify you as the subscriber and recognize you in future 
sessions. 

When you use the mobile application, the app will determine your current location and report that 
information to us. We may collect this information in order to provide or enhance product functionality, 



optimize user experience, or for statistical analysis and product development. We will not share your 
current location with other users or partners. If you do not want us to use your location for the purposes 
set forth above, you should turn off the location services for the mobile application located in your 
account settings or in your mobile phone settings and/or within the mobile application. 

Use of Your Personal Information 

We may use your Personal Information: 

• to verify your identity and provide the Services and customer support you request, including but 
not limited to the following Services: 

o Credit Bureau Services (including to monitor your credit bureau file and providing you 
with credit reports, scores and alerts); 

o Online Identity Monitoring; 

o Lost Wallet Assistance; 

o Document Registry; 

o Date Reminders; and 

o Identity Theft Assistance. 

This may include disclosure of the information we collect, as described above, to non-affiliated third 
parties that are acting on our behalf or with whom we interact in performing the Services, including: 

o Credit bureaus. 

o Companies that perform data searches and support services for us. 

o Parties with whom there may be possible cases of identity theft or fraud, and then only 
to detect the actual facts or to resolve the case. 

o Parties which could include governmental units, courts or other entities (in response to 
subpoenas and other legal processes), and those with whom you have requested us to 
share information. 

o To obtain information which may help detect fraud or identity theft. 

o To notify appropriate parties of possible identity theft or fraud. 

• for administrative purposes; 

• to understand your needs and preferences so that we may notify you of new service offerings or 
send you advertisements that respond to your needs or preferences based on your 
communication preferences 

• to resolve disputes, collect payments, and troubleshoot problems; 

• on an aggregate, non-identified basis for the purposes of planning a service or product and to 
monitor patterns, gather data and generate reports. This aggregated information may be 



published or shared with third parties. We or our service providers may perform statistical 
analyses of user and online behaviour and characteristics to measure interest in and use of the 
Services so as to improve the Service. We or our service providers may also perform various 
analyses of de-identified online interactions and activity of the users we monitor to improve the 
usefulness of our alerts, as well as to provide behavioral and statistical insight and context 
across the system. 

• to process payment transactions; 

• to send you notices about your transactions; and 

• to provide a record of correspondence with you, whether by telephone, mail, email or text 
message, to ensure instructions are properly followed and to ensure customer service levels are 
maintained. 

We may also monitor or record any telephone call we have with you. Monitoring and recording of calls 
is done to establish a record of the information you provide; to ensure that instructions are properly 
followed; and to ensure customer service levels are maintained. We will inform you of the possibility 
that your call is being monitored or recorded prior to proceeding with the call. If you prefer not to have 
your call recorded you can conduct your transaction online or contact our Chief Privacy Officer to 
arrange an alternate procedure. 

Disclosure of Personal Information 

We do not sell, rent or trade any Personal Information to any third party for financial gain or marketing 
purposes. Except as stated in this Privacy Policy, we will not disclose your Personal Information to any 
persons other than you without your prior consent, unless as permitted or required by law, for example: 

• to a government institution, law enforcement or other authority that has lawful authority to 
obtain the information; 

• to comply with a subpoena or warrant or an order made by a court, person or entity with 
jurisdiction to compel the production of information; 

• in urgent circumstances to protect the life, health or security of any person; or 

• to comply with court rules regarding the production of records and information. 

We may transfer certain Personal Information to business service providers, but only to provide the 
Services and fulfill the purposes as described in this Privacy Policy. When we do, we select a company 
carefully and, by contractual means, ensure that it uses privacy and security standards comparable to 
ours. 

As part of the Services, we may retrieve your credit bureau information from credit reporting agencies 
on your behalf and provide that information to you. We do not disclose your credit bureau information 
to anyone but you, except to our service providers who help us provide the Services to you. 

We may disclose your Personal Information in connection with a corporate reorganization, merger or 
amalgamation, provided that the use of such Personal Information so disclosed continues to be the use 
permitted by this Privacy Policy. 



Your Personal Information may be transferred, stored and/or processed by us or by our third party 
service providers outside of the country where you reside, such as in the United States. In that case, 
your Personal Information would be subject to the laws of the country in which it is stored or 
transferred. That country may have laws that require your Personal Information be disclosed to the 
government under different circumstances that exist in your country of residence. 

Safeguards 

We have implemented reasonable technical, physical and administrative safeguards designed to protect 
Personal Information from unauthorized access, use, modification, disclosure, or other breach of 
privacy. We have comprehensive physical and logical security policies and procedures, based on industry 
best practices, designed to address practices for the secure access, storage, transmission, and 
disposal/destruction of Personal Information. We will maintain appropriate security upon the disposal 
and destruction of Personal Information. 

In addition, we train our employees about the importance of confidentiality and maintaining the privacy 
and security of Personal Information. We commit to taking appropriate disciplinary measures to enforce 
our employees' privacy responsibilities. 

Information Security 

When you transmit Personal Information to us through the Services website, that information is 
encrypted using the 128 bit SSL security protocol (Secure Sockets Layer) which encrypts the information 
channel from your computer to our server over the Internet. We also use SSL to allow you to securely 
view your on-line account and registration information. Furthermore, your credit/debit card information 
is encrypted using the 256 bit AES (Advanced Encryption Standard) encryption algorithm and stored in a 
database. 

Other than limited access by us in order to carry out the Services as described above, your Personal 
Information is accessible only by you using a password created by you. To protect the security of your 
Personal Information, you must keep your password confidential. You are responsible for all uses of 
Services by anyone using your password, including any disclosures of Personal Information. 

Openness 

We will make available information about our general policies and practices relating to the processing of 
Personal Information. We will not make available information about processing or management of 
Personal Information for a specific customer except to that customer or as directed by that customer. 

Accuracy of Personal Information and Access 

We rely on you to ensure the Personal Information you provide to us is accurate and up to date for the 
purposes set out in the Policy. 

You may update, review or correct your Personal Information at any time on-line by accessing your 
password protected registration page or by contacting our Privacy Officer as specified under “Questions 
or Concerns About Your Privacy” below. 

Limiting Retention 



We will keep Personal Information that remains relevant for the intended purposes or as required by 
law. We may keep Personal Information about you in our records as long as it is needed for the 
purposes described above, including statutory or regulatory retention requirements, even if you cease 
to be a customer. 

Your Services may been offered to you in association with your financial institution. If directed by your 
financial institution, we transfer your account information and Personal Information to your financial 
institution or to your financial institution’s new service provider, in accordance with the terms of any 
agreement between us and your financial institution. After the transfer, we will retain your Personal 
Information only for the period of time necessary for purposes described in this privacy policy. You are 
advised to consult with your financial institution directly with respect to its treatment of your Personal 
Information and account information. 

Once Personal Information is deleted, you will not be able to access it any longer. 

Changes to the Privacy Policy 

We regularly review all of our policies and procedures and as a result may change this Privacy Policy 
from time to time. The most recent modification date of this Privacy Policy will appear at the top of this 
page. If we materially change our practices in processing Personal Information, we will post an updated 
policy in place of this Privacy Policy, to keep you informed of what information we collect, how we use it 
and with whom we share it. Your continued access and use of the Services after the effective date of any 
changes to this Privacy Policy constitutes your acceptance of all such changes. 

Links to Third Party Websites 

The Services website may contain links to other websites that operate independently of the Services and 
that are not under our control. We provide links to other websites solely for your convenience and 
information. Other websites may have their own privacy policies, which we suggest you review if you 
visit any linked websites. We are not responsible for information that is collected through those 
websites or for any other use or disclosure of information by the operators of those websites. 

Questions or Concerns About Your Privacy? 

We welcome you to contact us at any time should you have any questions, comments or concerns 
regarding this Privacy Policy or the manner in which we or our service providers treat your Personal 
Information. Please contact our Privacy Officer at the coordinates listed below: 

Privacy Officer 
Sigma Loyalty Group  
P.O. Box 3020 STN D 

  Toronto, Ontario M9C 4V5 
 
Email: privacy.canada@sigmaloyaltygroup.com 

mailto:privacy.canada@sigmaloyaltygroup.com
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